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Abstract – The number of things that are connected to the 

Internet is growing exponentially. This leads to defining a 

new concept of internet that is known as Internet of Things. 

The  IPV6 protocol using in IoT for providing addressing. 

The ipv6 provides the address using 128 bits and the address 

space is 2128 . IPv6 was extensively modified to accommodate 

unforeseen growth of the internet. By using ipv6 the network 

address translation is avoided and speed of the packet 

transition will be increased. IPv6 spreads the addressing 

space in order to support all the emerging Internet-enabled 

devices IPv6 has been designed to provide secure 

communications to users and mobility for all devices attached 

to the user. 
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I. INTRODUCTION 
 

The IPV6 protocol is a connectionless protocol and data 

is transferred in the form of datagrams. For IPV6 protocol 

there is no need to establish a path before transferring the 

data By using routing tables dynamic paths will be created 

The objective of the Internet of Things is the integration 

and unification of all communications systems that 

surround us. Hence, the systems can get a total control and 

access to the other systems in order to provide ubiquitous 

communication and computing with the purpose of 

defining a new generation of services. IPv6 is considered 

the most suitable technology for the Internet of Things, 

since it offers scalability, flexibility, tested, extended, 

ubiquitous, open, and end-to-end connectivity  

 

II. WHY IPV6 
 

1. More efficient routing. IPv6 routers no longer have to 

fragment packets, an overhead-intensive process that just 

slows a network down  

2. Quality of service (QoS) built-in. IPv4 has no way to 

distinguish delay-sensitive packets from bulk data 

transfers, requiring extensive workarounds, but IPv6 does.  

3. Elimination of NAT to extend address spaces. IPv6 

increases the IPv4 address size from 32 bits (about 4 

billion) to 128 bits (enough for every molecule in the solar 

system). 

4. Network layer security built-in (IPSec). Security, 

always a challenge in IPv4, is an integral part of IPv6. 

5. Stateless address auto configuration for easier network 

administration. Many IPv4 installs were complicated by 

manual default router and address assignment. IPv6 

handles this in an automated fashion 

6. Improved header structure with less processing 

overhead. Many of the fields in the IPv4 header were 

optional and used infrequently. IPv6 eliminates these 

fields (options are handled differently). 

Advantages of IPV6 : 

1. Larger address space: An ipv6 address is 128 bits long 

this provides huge address space. 

2. Better header format: this simplifies and speeds up the 

routing process 

3. New options: this allows for additional functionalities. 

4. Allowances for extension: ipv6 is designed to allow 

new technologies or applications. 

5. Support for resource allocation: flow label used to 

support traffic such as real time audio and video 

6. Security: Provides confidentiality and integrity of the 

packet. 

 

III. STRUCTURE OF IPV6 ADDRESS 
 

IPv6 ADDRESS NOTATION: 
The dotted decimal address notations of IPv4,IPv6 

addresses are written very differently than IPv4 notation. 

Remember there are now 128-bits in the IPv6 address, and 

a notation system was devised to represent this enormous 

address pool potential. So, in IPv6, the 128-bits in the IPv6 

address: 

i) Are written as eight 16-bit hexadecimal blocks 

separated by colons (not case sensitive)  

ii) Use abbreviations to simplify the notation  

iii)  Omit (optionally) leading zeroes „ Use double colons 

(::) to replace consecutive zeros (or leading or trailing zero 

strings), but never more than once per address  

IPV6 address consists of 16 bytes (octets) that is 128 

bits long and address is represented in hexadecimal Colon 

notation In Hexadecimal notation 128 bits are divided into 

8 sections, each 2 bytes in length and represented with 

four hexadecimal digits. 

 

FDEC : 0074 : 0000 : 0000 : 0000 : B0FF : 0000 : FFFF 
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ADDRESS SPACE of IPv6: 
IPV6 has a much larger address space that is 2

128
 

addresses are available. The designers of ipv6 divided the 

address into several categories. They are  

i) Unicast addresses 

ii) Anycast addresse 

iii) Reserved addresses 

iv) Local addresses 

The few leftmost bits, called the type prefix, in each 

address define its category.  

Few example addresses are  

TYPE 

PREFIX 
TYPE FRACTION 

0000 0000 Reserved 1/256 

0000 0001 Unassigned 1/256 

0000 001 ISO network addresses 1/128 

010 Unicast addresses 1/8 

1111 1110 10 Local addresses 1/1024 

1111 1111 Multi cast addresses 1/256 

 

UNICAST ADDRESSES: 
A unicast address defines a single computer. The packet 

sent to a unicast address must be delivered to that specific 

computer. 

IPV6 defines two types of unicast addresses: 

i) geo-graphically based 

ii) Provider-based 

The address format is 

3 5 Provider 

identifier 

Subscriber 

identifier 

Subnet 

identifier 

Node 

identifier 

3     5        16bits           24 bit             32 bits           48bits 

 

MULTICASTADDRESSES: 
Multicast addresses are used to define a group of hosts 

instead of just one. A packet sent to a multicast address 

must be delivered to each member of the group. 

The address format is 

11111111 Flag Scope Group ID 

         8 bits                    4 bits                4 bits                   

 

Flag defines the group address as either permanent or 

transient. The permanent group address is defined by the 

internet authorities and can be accessed by at all times. A 

transient group address is used only temporarily 

ANYCASTADDRESSES: 
IPV6 also defines anycast addresses; anycast is also like 

multicast address defines a group of nodes. The packet is 

destined for an any cast address is delivered to only one of 

the members of the anycast group, the nearest one. The 

use of any cast address is to assign an any cast address to 

all routers of an ISP that covers a large logical area in the 

internet. The routers outside the ISP deliver a packet 

destined for the ISP to the nearest ISP router. 

 

RESERVEDADDRESSES: 
The reserved addresses starts with eight 0s.the 

subcategories are 

a) unspecified  

     8 bits                          120 bits 

00000000                All 0s 

 

An unspecified address is used when a host does not 

know its own address and sends an enquiry to finds its 

address. 

b) loopback 

00000000 00000000……………000000001 

      8bits                                    120 bits 
 

A loopback address is used by a host to test itself  

without going into the network. 

c) Compatible 

00000000 All 0s IPV4 address 

         8 bit                      88 bits               32 bits 
 

A compatible address is used during the transition from 

IPV4 to IPV6.It is used when a computer using IPV6 

wants to send a message to another computer using 

IPV6,but the message needs to pass through a part of the 

network that still operates in IPV4. 

1111111011 All 0s 
Subnet 

address 

Node 

address 

          8 bits                72 bits           16 bits            32 bits 

 

d) Mapped 

00000000 All 0s All 1s 
IPV4 

address 

       8 bits                   72 bits            16 bits            32 bits 
 

A mapped address is also used during transition, it is 

used when a computer that has migrated to IPV6 wants to 

send a packet to a computer still using IPV4. 

LOCAL ADDRESSES: 
Local addresses are used when an organization wants to 

use IPV6 protocol without being connected to the global 

Internet, they provide addressing for private networks. 

Two types of addresses are defined for this purpose 

a) link address 

1111111010 All 0s Node address 

         10bits                           70 bits                 48 bits    
 

b) Site local 

1111111011 All 0s 
Subnet 

address 

Node 

address 

      10 bits             38 bits              32 bits       48 bits 
 

A local link address is used in an isolated subnet and site 

local address is used in an isolated site with several 

subnets. 
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IV.  IPV6 PACKET FORMAT 
 

In IPV6 each packet is composed of a mandatory base 

header followed by the payload. The payload consists of 

two parts one is optional extension header and other is 

data from the upper layer. The base header occupies 40 

bytes, where as the extension header and data from the 

upper layer contain up to 65,535 bytes of information. 

IPV6 HEADER FORMAT 
 

 4 bits     4 bits         8 bits                8 bits               8 bits 

VER PRI Flow label 

Payload   length 

 
Next Header Hop limit 

Source address 

Destination address 

Next header Header Length  

Next header Header Length  

: 

: 

Next header Header Length  

 

Version: It indicates version of the IP protocol 

Priority: It is used to define the IPV6 packet priority of 

each packet with respect to the other packets from the 

same source. For example if one of the two consecutive 

datagrams must be discarded due to congestion, the 

datagram with the lower packet priority will be discarded. 

Flow label: it is a 3-byte field that is designed to provide 

special handling for flow of data. 

Payload length: The 2-byte payload length defines the 

length of IP datagram. 

Source address: It identifies the original source of the 

datagram  

Destination address: Usually it identifies the final 

destination of the datagram, if source routing is used, this 

field contains the address of the next router. 

FEATURES OF IPV6 ADDRESSES: 
The ability to uniquely identify ‗Things‘ is critical for 

the success of IoT. This will not only allow us to uniquely 

identify billions of devices but also to control remote 

devices through the Internet. The few most critical 

features of creating a unique address are: 

i) Uniqueness 

ii) Reliability 

iii) Persistence 

iv) Scalability 

 

 

V. SECURITY IN IPV6 
 

Native Security: 
Native Security In IPv6, IP security (IPsec) is part of the 

protocol suite. It is mandatory. IPsec is a set of security 

specifications originally written as part of the IPv6 

specification. Due to the strong need for security in the 

current IPv4 Internet, IPsec was also adapted for IPv4. 

However, support for IPsec in IPv4 is optional and 

―proprietary solutions are prevalent‖ IPsec in IPv6, on the 

other hand, provides end-to-end security, i.e. data is 

secured from the originating workstation/host (through the 

various routers, etc. of the Internet) to the destination 

workstation/host. In IPv4, IPsec typically provides 

security between border routers of separate networks 

Quality of Service: 
Quality of Service (QoS) A Quality of Service feature 

can be implemented using the Flow Label field of the IPv6 

header. QoS is a feature needed to ensure that high priority 

is given to certain packets that need to arrive at their 

destination in a timely manner. For example, in streaming 

video or Voice over IP, these packets need to arrive close 

together since a small delay can make the video or voice 

choppy. If there is just text being transmitted, a small 

delay between the packets is really of no consequence 

Authentication Header: 
Authentication Header (AH) The Authentication Header 

(AH) provides data integrity and data authentication for 

the entire IPv6 packet. Anti-replay protection is also 

provided by the AH. Data authentication refers to the fact 

that if a given computer receives an IP packet with a given 

source address in the IP header, it can be assured that the 

IP packet did indeed come from that IP address. Data 

integrity refers to the fact that if a given computer receives 

an IP packet, it can be assured that the contents have not 

been modified along the path from the source node to the 

destination node. Anti-replay protection means that if a 

computer has already received a particular IP packet, 

another packet with modified data won‘t also be accepted 

as valid data. Next, the Authentication Header fields will 

be examined to determine how these security features are 

provided.  

    8 bits           8 bits                   2 bytes 

Next 

Header 

Payload 

length 
RESERVED 

Security Parameter Index(SPI) 

Security Number Field 

Authentication Data 

 

Encapsulating Security Payload (ESP) Header: 
Encapsulating Security Payload (ESP) Header the 

Encapsulating Security Payload header provides 

confidentiality and/or authentication and data integrity to 

the encapsulated payload. Anti-replay protection is also 

provided by the ESP header. Note: During authentication 

in the ESP Header, the authentication algorithm is only 
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applied to the data being encrypted. Therefore, the IP 

header fields are not protected by the authentication 

algorithm unless those fields are encapsulated in ―tunnel 

mode‖. Confidentiality refers to the fact that a given 

computer receiving an IP packet can be assured that 

nobody else has seen the contents of the IP packet, besides 

the routers needing necessary information. In the ESP 

header, both the confidentiality and authentication services 

are optional; however, at least one of these services must 

be selected. Next, the ESP Header fields will be examined 

to determine how these security features are provided. 

Security parameter Index(SPI) 

Sequence Number 

Payload Data(variable) 

Padding includes Pad length and Next Header 

Authentication Data(variable) 

 

VI. IPV6 DEPLOYMENT AROUND THE WORLD 
 

As a first step towards deploying IPv6 (that will co-exist 

with IPv4) across the Globe, the IPv6 Forum was formed 

in July 1999. Its common mission is to educate Internet 

users on the advantages of the IPv6 protocol, and to 

promote and implement the worldwide deployment of this 

protocol. 

It has an impressive membership list comprising of 

manufacturers, leading Telecom operators, Internet service 

providers, and vendors of Internet solutions, Consulting 

companies, R&D institutions and many others. 

The current status of deployment of IPv6 in different 

parts of the world is very encouraging and gives an idea of 

what the future holds for the Internet in the coming years. 

USA 
The US Government has issued a mandate to all vendors 

both civilian and defense - to make the switch to an IPv6 

platform by summer of 2008. This move will boost 

deployment of IPv6 in coming years. The General 

Services Administration in 2007 has awarded over $150 

billion worth of contracts, which is close to the total 

amount spent on the Y2K upgrade. 

Canada  
Viaginie of Canada, a consulting and research and 

development firm specializing in advanced computer 

networking technologies has developed a tunnel server, 

the freenet6.net to allow any IPv4 node to be connected to 

the 6Bone. International connectivity of IPv6 has been 

achieved with US and other countries through native IPv6 

and over IPv4tunnels. The following information is useful, 

as far as IPv6 availability is concerned: 

1) Quake IPv6 (multiplayer version) is now available at 

quake.ipv6.viagenie.qc.ca 

2) DNS root server IPv6 accepts DNS requests by IPv6 

3) NTP over IPv6 provides a NTP service to the 

community  

 

 

Japan  
 IPv6 deployment in Japan enjoys strong governmental 

support 

 JGN (Japan Gigabit Network) - IPv6 over ATM  and 

Native IPv6 transport (not tunnel) 

 Major ISPs, and even start ups and rural ISPs have 

started services 

 IIJ launched the first IPv6 service (tunnel) in 1998 and 

has more than 100 customers 

 NTT Communications launched the first commercial 

IPv6 service in 2001, started DUAL services for ADSL 

users and a world-wide transport service 

 Backbone and IX providers (NSPIXP6, JPIX) have 

started functioning     

 Major router vendors (Hitachi, Fujitsu, NEC, Furukawa 

Electric, Yamaha etc) are 'v6-ready' 

 Major terminal vendors in home appliances, sensors, 

web cameras, etc., have started trials 

 Service providers like Powered Com, Japan  

Telecom, KDDI have started trials in areas like mobile 

phones, online gaming, Internet Car/Train, medical 

 

VII.  CONCLUSION AND FUTURE WORK 
 

The paper describes the IPv6 address formats, the type 

and scope of the IP addresses. Most of the IP addresses 

explained with packet and header formats. It also specifies 

the security issues of IPV6.  

A Next Generation Networking (NGN) is an IP based 

network that transports all kinds of information and 

services related to voice, data, and video. It is a broad term 

used for the technological renovations in 

telecommunication core and access networks that would 

be deployed in next 5 to 10 years. It is suitable for any 

category of customers including residential, corporate and 

wholesale in receiving a wide range of services over a 

single shared network. A NGN converges the Service 

Provider networks including the Public Switched 

Telephone Network (PSTN), data network (the Internet), 

and wireless network. It offers a high quality end user 

experience. But the most critical challenge is in optimizing 

the OSS and BSS platforms, systems, and processes at 

various levels such as the Fixed Line incumbents, Mobile 

operators, Cable TV operators, Unified Access Service 

Providers, Internet Service Providers, Software and 

Hardware vendors etc. 
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