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Abstract – Voting as an efficient method for the public to 

show their opinion about a given topic or issue is faced with a 

number of electoral malpractices both manually and 

electronically. To solve the problems of vote security, voter’s 

authentication, validation and integrity of vote count, we 

develop an electronic biotechnology voting system (EBTVS) 

that combines the use of smart card with enhanced 

fingerprint technology using secret splitting algorithm. The 

system has a user friendly interface, Computer Aided 

instruction (CAI) ability, result veracity and security control. 

The system will no doubt enhance accountability, 

confidentiality, integrity and transparency of electoral 

processes. 
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I. INTRODUCTION 
   

In a democratic system of governance, the processes 

involved in an election determine the credibility of such. 

Thus, the credibility of the electoral process is an 

important factor to achieving a free, fair, transparent and 

comprehensible election to waiters and voters for an 

unbiased and uncompromised democratic transition. 

Although, the major test of credibility in an election to 

many is most important only on Election Day where voters 

exercise their franchise. [1] However, an electoral 

credibility is all about adequate definition for vote count, 

comprehensive and up to date knowledge of voters, 

authentic voter’s registration, verification, validation, 

understanding the concept of procedural voting pattern, 

transparent vote count and result display.[2] Take for 

instance; electoral processes in Nigeria have been 

militating by several impending factors such as multiple 

registrations of voters, snatching of ballot boxes, results 

manipulation, false acceptance or rejection of card by card 

readers, under age voting and lot more. These factors have 

negative effects on the credibility of several elections that 

have been conducted so far in Nigeria.[2] In more recent 

years, automation of systems and the demand for free, fair, 

transparent and secured elections, requires that voting 

systems should be transformed into an electronic system. 

Since the act of voting is a process by which the choice of 

a group of people is determined in an election, electronic 

voting system (EVS) will enable the electorates to cast 

their votes through an electronic device as against the 

traditional manual system.  

 

II. RELATED WORKS 
   

With the advancement in technology and advance 

research on the new trends of voting, [3] proposed an e-

Ballot system which is an integrated voting system that is 

composed of three distinct platforms: e-voting machine, 

wired internet and mobile internet. The system avails the 

electorate the opportunity of casting their votes using the 

most convenient medium among the electronic voting 

machine, internet voting and mobile voting. The system 

uses fingerprint for the authentication of voters, however, 

the sole use of fingerprint does not guarantee security of a 

system. In 2013, [3] proposed a Real-Time E-Voting 

System in Nigeria with Emphasis on Security and Result 

Veracity. This web based application uses a username and 

Password for the voter’s authentication. Furthermore, a 

system which enabled users to register with their details 

and then generates a PIN for users at the point of 

registration was proposed by [4], in 2013 to improve vote 

security by disallowing multiple voting. This system on 

the election date, allows voters to login with their PIN in 

order to cast their vote and also allows voters to verify if 

their vote counts or not during the process.  Unified e-ID 

Card for Secure e-Voting System (MUSES) was proposed 

by [5] with the aim of incorporating various e-Government 

(voter’s card inclusive) and e-Payment cards (credit cards) 

into one card. The e-ID is processed based on the details 

provided during registration. Also proposed is an 

electronic voting system which was designed to enable the 

overall populace to vote over wireless medium [5]. The 

system is opened to the voter and the administrator. The 

primary aim of the design is to provide a secured system 

over wired and wireless connection.  The election phase in 

the system involves voting, the voter uses the randomly 

generated SMS pin, and then the grid card code to vote 

coupled with his/her registered number (unique id) but pin 

can easily be hacked, or forgotten. The reviewed EVS are 

mostly dependent on the use of username, password and 

PIN for users’ authentication.  

 

III. RESEARCH MOTIVATION 
   

Electronic voting systems (EVS) are being used by a lot 

of institutions, but most of the system in existence makes 

use of text based authentication factor. The limitation of 

user names and passwords as authentication mechanisms 

lie in the fact that these authentication schemes can be 

easily guessed, forgotten or even stolen by other people 

[6]; Although the use of fingerprint for authentication has 
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also been employed in electronic voting systems to 

improve the security of votes cast [7], the challenges with 

dry fingers due to ageing, worn ridge structures as a result 

of an individual’s occupation, makes this authentication 

process less reliable; also.[8] According to [9], fingerprint 

cannot absolutely guarantee the identity of an individual 

because it can be acquired surreptitiously and then used by 

malicious users. Also in a system where biometric 

information is protected using a password, the password 

can be cracked. And to solve such problem, a Secret 

Splitting concept based on two factors Authentication as 

proposed by this research can be used.  

 

IV. THE PROPOSED SYSTEM 
   

The proposed electronic biotechnology voting system 

(EBTVS) system is a web based technology that uses two 

authentication factors with audio and text based language 

options for effective interaction and communication 

between a user and the system. The two factors are the 

smart card and the extracted features from the fingerprint. 

Fingerprints have minutiae points, which are points where 

the ridge structure changes. And this is useful in matching 

a fingerprint to a person. The distribution of minutiae in a 

fingerprint is considered unique and this property is used 

to uniquely identify fingerprints. In the system, some 

extracted features captured at the point of voter’s 

registration from the finger are stored on a server or 

database, while the remainder is stored on the smart card. 

We represent the details in figure 1 below.  

 

 
Fig.1. Proposed e-Biotechnology Voting System 

 

 

 

 

From figure 1, intending voters (user/client) queue up 

for registration with a system administrator. The client is 

expected to supply required bio data for the administrator 

to key into the system while the users fingerprint is 

captured for storage on both the smart card and the 

database respectively. The concurrent process ensures that 

the unique identification number on the smart card is 

linked directly to the extracted feature of the finger and the 

bio data that is stored in the database while the other half 

of the extracted features in the finger print are stored on 

the smart card chip respectively. These extracted features 

from the finger are secretly spitted at random with no 

indication of which extracted indexes should be stored in 

the database or on the smart case. Hence the process is 

flexible and dynamic in its operations.  

Let   represent the captured and stored fingerprint at 

the point of registration.  

Let   represent the first half of the extracted features 

stored on the smart card  

While  represent the second half of the extracted 

features stored on the server. 

Here, 

   *      (1) 

This process is further represented in Figure 2. 

 

 
Fig.2. Architecture of a Smart card and Biometric 

Registration process. 

 

At the point of authentication, the user inserts the smart 

card into the system, Here the system test to check if the 

content on the smart card is the other half of the content in 

the database by using the ID number on the smart card. if 

equation 1 is confirmed,   is now used to  compared  the 

Scanned finger of a user before taking a decision  to grant 

access to the user provided  is equal to the scanned finger 

or  deny access if not.  This is further illustrated in figure 3 

below. 
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Fig.3. Architecture of a Smart card and Biometric 

Authentication process. 

 

IV. STEP BY STEP APPROACH OF THE 

PROPOSED SYSTEM 
   

i) Registration 
a. Party – for any election, candidates contesting for a 

political office must belong to a political party. As a result 

of this, each party has to register with Electoral 

Commission (EC) for example Independent Electoral 

Commission (INEC) in Nigeria for her candidates to 

contest for various elective positions. 

b. Candidates – the candidate contesting from any party 

into any elective position after party primaries will be 

registered with the electoral body and must be 

acknowledged as the sole candidate for the c post by the 

party. 

c. Voters –Each legitimate individual that is qualified on 

the terms and conditions for voting will register with an 

electoral officer before the election. During the 

registration of voters, Voters will give in their personal 

details, occupation, picture and biometric details will also 

be collected. Figure 4 shows the registration process and 

the flow of information and activities. 

 
Fig.4. Voter’s Registration Process 

 

ii) Authentication: 
For the election proper, users will be expected to 

assemble at any electronic biotechnology voting machine 

(EBTVM) point with their personalized Smart Card for 

verification and validation using the smart card and their 

respective fingers.  

 
Fig.5. Voter’s Authentication Process 

 

iii) Voting: 
After the authentication process if it is successful, the 

user can vote on the system by selecting the post he is 

voting for and there after selecting the party of his wish 

from the list. Figure 6 shows the voting process for the 

proposed system. 

 
Fig.6. Voting Process 

 

iv) Vote counting and Collation:  
Once the time stipulated for the election process elapses, 

the result of the election can be generated by the chief 

administrator at just a click. This will automatically, 

generate and analyze the total vote cast with detailed 

breakdown of vote count for candidates contesting for 

difference offices from different political parties. Figure 7 

shows the flow of information and activities in the 

Counting phase of proposed system. 

 
Fig.7. Vote Counting 

 

V. EVALUATION OF THE E-BIOTECHNOLOGY 

VOTING SYSTEM 
   

The following are the strengths of the  

I. Instructional Ability – the system has the instructional 

ability with the use of the CAI functionality in it that 

instruct the users on how to use the system. 

II. Security Control – with the combination of smart card 

and fingerprint technology, the security of the system is 

guaranteed. 
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III. Simple User Interface - the simplicity of the 

interface with the aid of the instructional ability of the 

system increases the user friendliness of the system. 

IV. Result Veracity – Immediately a user vote he or she 

can print a voting slip to ascertain the choice of vote. 

 

Table 1: Shows a summarization of the comparison between the existing voting systems in Nigeria and the proposed 

system. 

Characteristics Manual Voting Card Reader with 

Manual Method 

Existing Electronic  

Voting System 

Proposed System 

Authentication No Yes Yes Yes 

Result Verifiability No No Yes Yes 

Secrecy No No Yes Yes 

Transparency No No Yes Yes 

Reliability No No No Yes 

Instructional No No No Yes 

Vote Count Slow Slow Fast Very Fast 

Security No No Yes Yes (More Secured) 

Efficiency Not Efficient Partially Efficient Efficient Very Efficient 

 

VI. CONCLUSION 
   

The development of an e-biotechnology voting system 

based on two factor authentication model has enhanced the 

security of vote count and guaranteed the credibility of the 

electoral process from voter’s registration to result display 

when compared to existing EVS. Unlike other EVS, 

EBTVS also enables audio communication technique for 

effective interaction between the voting machine and user 

by using two known languages spoken in Nigeria; English 

and Yoruba as case study.  
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