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Abstract – Cloud Testing is a critical part of cloud 

computing, a new direction in information technology. Cloud 

computing has gained considerable interest in recent years as 

a new paradigm for developing and delivering computing 

applications and services via existing affordable 

infrastructures. Cloud-based testing is more efficient and 

effective than traditional methods [26]. Cloud testing comes 

to reduce cost and leverage condident of this activity. In this 

paper we introduce a new framework for cloud testing that 

includes four components, application analyzer, test case 

generator, test execution, and test result. The framework is 

capable to run autonomously. 
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I. INTRODUCTION 
 

Cloud computing has gained considerable interest in 

recent years as a new paradigm for developing and 

delivering computing applications and services. As it is 

regular for any new idea, different cloud computing 

definitions have emerged. The National Institute of 

Standard and Technology is followed (NIST, USA): 

“Cloud computing is a model for enabling ubiquitous, 

convenient, On-Demand network access to a shared pool of 

configurable computing resource (e.g., network, servers, 

storage, applications, and services) that can be rapidly 

provisioned and released with minimal management effort 

or service provider interaction. This cloud model promotes 

availability and is composed of five essential 

characteristics, three service models, and four deployment 

models.”[1]. NIST further considers the following related 

characteristics and models [2]: 

 Essential characteristics: On-Demand self-service ,broad 

network access, resource pooling, rapid elasticity, and 

measured service; 

 Service models: Software as a Service (SaaS), Platform 

as a Service (PaaS), and Infrastructure as a Service 

(IaaS); 

 Deployment models: Private cloud, community cloud, 

public cloud, and hybrid cloud. 

Cloud computing affects all stages of software life cycle, 

including software testing. Similar to an acceptance of 

standard terminology such as SaaS, PaaS, and IaaS in cloud 

computing literature, the term TaaS (Testing as a Service) 

is acknowledged today as an essential concept for 

consideration and study[2]. Typically, TaaS is understood 

to include both the testing of the cloud and testing using the 

cloud. 

This paper is structured as follows. In section 2, a few 

related works on cloud testing are reviewed. Then in 

section 3, the benefits, challenges, and types of cloud 

testing are expressed. Lateron, we introduce a new 

framework in the third section. Finally, we come to 

conclude the paper. 

 

II. RELATED WORK 
 

Cloud testing is a rapidly developing area of research in 

software engineering. The first research worked on cloud 

testing appeared within recent years. However, it is too 

early to talk about significant success or fundamental 

research and advances in cloud testing. 

Riungu, Taipale, and Smolander provide a 

comprehensive discussion of cloud testing [6]. This work is 

based on a survey conducted with industry practitioners, in 

which issues are categorized from the application, 

management, and legal and financial perspectives. The 

analysis of this survey reveals the requirements of a cloud-

based testing solution from the viewpoint of industry 

practitioners. In terms of application, the following issues 

are discussed: 

 Applications suitable for online software testing; 

 Quality checks for applications tested in the cloud; 

 Online testing solutions for E-business systems; 

 Harmonization of the test processes across multiple 

testers. 

Parveen and Tilley [7] show that not all applications are 

suitable for testing in the Cloud and nor all types of testing 

are suitable for the Cloud. 

Various types of users have their own requirements to 

cloud testing. Candea, Burcur, and Zamfir[8] compared 

three different cloud testing approaches: 

 TaaS for developers to test code; 

 TaaS for end users to check the software installed; 

 TaaS for certification to assess software reliability, 

safety, and security. 

The authors, as aforementioned, claimed that for all users 

“the combination of recent advances in test automation and 

the availability of compute clouds can offer unprecedented 

levels of testing quality.”[9] Other efforts on cloud testing 

research include investigations on clustering, scheduling, 

and monitoring testing tasks [10], testing criteria based on 

formal graph models of cloud applications [11], service 

composition and testing for cloud computing [12]. 

The recovery strategies and recovery software that is 

used for hardware failures should be thoroughly tested. 

This problem was considered by Gunawi, et al [4]. A 

couple of new testing frameworks for cloud recovery, 

FATE (Failure Testing Service) and DESTINI (Declarative 

Testing Specifications) were suggested. FATE 

systematically tests cloud systems using various scenarios 

of multiple failures. DESTINI is designed for clear and 

precise specifications of recovery procedures. 
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III. CLOUD TESTING 
 

A. The definition of Cloud Testing 
Cloud testing is a new form of software testing in which 

web applications that used cloud computing environments 

seek to simulate real-world user traffic as a means of load 

testing and stress testing web sites (as well-known 

examples in addition to others). Using cloud testing gives 

users unlimited resources, paying only for what users 

consume [27]. 

B. The Reasons for Using Cloud Computing for 

Testing 

1) Cost Reducing 
Every enterprise is in the pursuit of the lowest cost and 

maximized benefits. Software testing as a part of R&D 

process also needs to reduce the cost, with a minimum of 

hardware and testing software to test software. The cloud 

testing environment is not necessary for enterprise to 

setup, because testing service provider has to develop it. 

2) Efficient Testing 
Using cloud testing can reduce setup time in different 

ways, such as preparing network, installing operating 

system, software installation, and various testing tools. 

3) Rapid Elasticity 
Cloud services can be rapidly and elastically 

provisioned, mostly automatically, to quickly scale out and   

released to quickly scale in. To the consumer, the 

capabilities available for provisioning often appear to be 

unlimited and can be purchased in any quantity at any 

time. 

4) Multi Tenacity 
It refers to the need for policy-driven enforcement, 

segmentation, isolation, governance, service levels, and 

charge back/billing models for different consumer 

constituencies. Consumers might utilize a public cloud 

provider’s service offerings or actually be from the same 

organization, such as different business units rather than 

distinct organizational entities, but would still share 

infrastructure. 

5) Measured Service 
Cloud computing resource usage can be measured, 

controlled, and reported providing transparency for both 

the provider and consumer of the utilized service. Cloud 

computing services use a measuring capability which 

enables to control and optimize resource usage. This 

implies that just like air time, electricity or municipality 

water, IT services are charged per usage metrics, for inst. 

pay per use. The more you utilize the higher the bill. Just 

as utility companies sell power to subscribers, and 

telephone companies sell voice and data services, IT 

services such as network security management, data center 

hosting or even departmental billing can now be easily 

delivered as a contractual service. Albeit, recently 

providers are proposing a variety of complicated packages 

to their customers which is new in comparison to other 

areas. 

C. Suitable Environment for Cloud Testing 
The definition of cloud shows that some of software 

tools and environment required in software testing are 

available for cloud testing, such as: 

Software environment: operating system, database, 

browser, etc. Test the compatibility of software on 

different OS and browsers. 

By developing of the cloud technology, testing services 

will be developed and cloud environment also will be 

more suitable for software testing. 

D. Challenges of Cloud Testing 

1) Security 
Security includes both enterprise's data and network. 

When using cloud testing platform, how enterprise   

realizes its logical information and technical means must 

be shown in the test scenarios. In this way, If those 

information is leaked or revealed to the competitors or 

intruders, it will do sever harm to the enterprise. Cloud 

testing is made on top of the internet, so it may combat to 

some restricted situations like slow internet speed, virus 

attacks, and so on. 

2) Lack of Standardization 
Currently, there is no widely-known standard solution to 

integrate public cloud resources and data centers. Public 

cloud providers have their own pricing models that lead to 

big challenge while need to switch between vendors. 

3) Infrastructure 
A number of developers only suggest limited types of 

configurations, technology, servers, storage, network, and 

bandwidth. 

4) Usage 
Improper usage of cloud test environment can increase 

costs. 

5) Planning 
Testing team members should carefully plan test 

environment. Further, they should aware about   costs, 

such as data encryption, before testing in cloud 

environment, because these requirements increase memory 

consumption and CPU usage. 

E. Suitable Tests for Cloud Environment 
Different types of testing can be run on the cloud 

environment. 

1) Stress Testing 
Stress Test is used to determine ability of application to 

maintain a certain level of effectiveness beyond breaking 

point. It is essential for any application to work even under 

excessive stress and maintain stability. Stress testing 

assures this by creating peak loads using simulators. But 

the cost of creating such scenarios is enormous. Instead of 

investing capital in building on-premise testing 

environments, cloud testing offers affordable and scalable 

alternative. 

2) Load Testing 
Load testing of an application involves creation of heavy 

user traffic, and measuring its response. There is also a 

need to tune the performance of any application to meet 

certain standards. 

3) Performance Test 
Finding out thresholds, bottlenecks & limitations is a 

part of performance testing. For this, testing performance 

under a particular workload is necessary. By using cloud 

testing, it is easy to create such environment and vary the 

nature of traffic on-demand. This effectively reduces cost 
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and time by simulating thousands of geographically 

targeted users. 

4) Functional Testing 
Functional testing of both internet and non-internet 

applications can be performed using cloud testing. The 

process of verification against specifications or system 

requirements is carried out in the cloud instead of on-site 

software testing. 

5) Latency Testing 
Cloud testing is utilized to measure the latency between 

the action and the corresponding response for any 

application after deploying it on cloud. 

6) Security Testing 
It is necessary to keep secure stored data on cloud, safe 

connection between cloud software. 

F. Types of Cloud Testing 
There are three different type of cloud-based testing. 

Each of them has different issues and objectives. 

1) Testing a SaaS in a Cloud 
SaaS testing comprises of validating SaaS applications 

with business workflow, data integration, 

application/network security, compliance, performance, 

availability, scalability, multi-browser compatibility, 

multi-tenancy, disaster recovery and live upgrade testing. 

SaaS testing focuses on the core components of 

application, network, and infrastructure. Challenges in 

SaaS testing: 

 Testing SaaS upgrades; 

 Business knowledge for effective testing of configurable 

and non; 

 Validating interface compatibility; 

 Data security and privacy; 

 Enterprise application integrations; 

 Simulating live upgrade testing; 

 Validating data migration from the existing system to a 

SaaS application; 

 Data migration from one SaaS application to another; 

 Frequent releases of feature rich SaaS application. 

2) Testing as a Service 
TaaS or automated software testing as a cloud-based 

service (by George Candea) is a critical paradigm. Testing 

services for cloud are on the rise, because companies seek 

to reduce costs, speed time to benefit and improve quality 

of the applications. TaaS is an innovative concept, and it 

refers to provide on-demand testing service on clouds at 

any time and all time (365/7/24). 

3) Testing a cloud 
 Testing of a cloud: It validates the quality of a cloud 

from an external view based on the provided cloud 

specified capabilities and service features. Cloud and 

SaaS vendors as well as end users are interested in 

carrying on this type of testing. 

 Testing inside a cloud: It checks the quality of a 

cloud from an internal view based on the internal 

infrastructures of a cloud and specified cloud 

capabilities. Only cloud vendors can perform this type 

of testing since they have accesses to internal 

infrastructures and connections between its internal 

SaaS(s) and automatic capabilities, security, 

management and monitor. 

IV. OUR PROPOSED FRAMEWORK FOR CLOUD 

TESTING 
 

The software development process is changing with 

cloud computing, and software testing is a part of this 

process. Cloud testing is a new model that has changed 

software testing. The growing importance of cloud testing 

has received attention in recent years. Cloud-based testing 

is more efficient and effective than traditional methods but 

organizations must understand and trust it before it faced 

widespread adoption. Testing activities consist of 

designing test cases that are sequences of inputs, running 

the application with test cases and examining the results 

produced by this execution. 

Figure 1 gives a structural overview of the constituent 

components of our software testing framework. We apply 

our technical proposals in designing the application or 

SaaS analyzer, test case generator, test execution, and test 

result. 

 
Fig.1. Framework architecture. 

 

The system being tested is not itself part of the 

framework. The application analyzer accepts source 

application of cloud platform as input to identify and 

analyze the key factors that influence the testability of 

cloud applications. The test case generator generates test 

cases, possibly from a large test pool, and executes the test 

cases dynamically on the instrumented programs. We have 

talked about the need for the framework and what 

framework based testing looks like. 

The first step in this process is to analyze the 

application. This helps us to find testable regions. We then 

need a test case generator to generate suitable test case 

based on analysis that we do in previous step. The test 

case generator generates test cases from a test library, and 

executes the test cases dynamically. These steps are fully 

automated. After obtaining an adequate test suite, the test 

execution enforces each test case and records the 

corresponding output. Then it applies an approach to 

evaluate whether the test case induces an application 

failure. The test reports synthesize the test results of 

different test suites. 
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Application analyzer find regions which parts of the 

application’s code should be tested by test cases. For it to 

be effective, 100 percent of the product's code should be 

executed by the test cases. If there are segments of 

application code that are never run during testing, then the 

application has not been thoroughly tested. Code coverage 

is a measure used in software testing. It describes the 

degree to which the source code of an application has been 

tested. Some of the basic testing techniques based on code 

coverage are Statement Coverage, Path Coverage, 

Condition Coverage, and Function Coverage. Test 

coverage attempts to address questions about when to stop 

testing, or the amount of testing that is enough for a given 

program. It is a dynamic white box testing technique. 

A lot of research literature focuses on test cases 

selection techniques that outperform random testing in 

certain aspects. According to the different kinds of 

software artifacts that testers obtain for testing, test can be 

further classified into structural testing and functional 

testing [23]. Structural testing is also best known as white-

box testing or code-based testing. Functional testing refers 

to the testing strategies where the functional specification 

rather than the source code is used to guide test cases 

selection. Therefore it is also known as black-box testing 

or specification-based testing. These test cases generation 

techniques use fitness functions to characterize the test 

requirements, and apply algorithms to search for test cases 

that achieve the goals, i.e., covering the test requirements 

[23]. The test case generator produces new test cases that 

would cover the target conditions in the code from the 

structure file and determines what conditions should be 

targeted for new test case generation. 

Test execution in the Cloud leverage the resources 

provided by a cloud computing infrastructure to facilitate 

the concurrent execution of test cases. By leveraging the 

cloud, tests can be distributed globally, executed at any 

scale, and run affordably. The report of execution prints 

the result which includes the generated test cases, 

condition and branch coverage and percentage of path 

coverage. Reporting is an important part of the 

development lifecycle in the quality management area. 

Reports can be either text-based or graphical. The reports 

is used to check test case coverage of requirements, follow 

test execution results to see trends, or display defects that 

are associated with a selected test plan. Embedded 

reporting capabilities meet the most common report 

requirements for quality management. 

Generated test cases require test data for their execution 

which makes the test data generation a building block 

activity in the overall test cases execution process. Many 

tools and frameworks have been implemented; some are 

used for test cases generation, others used for test data 

extraction, whereas others are for reducing already 

existing sets of test cases or test data by selecting subsets 

from them, trying by this to optimize the use of test cases 

or test data. It can be done by many test data generation 

techniques based on evolutionary testing, genetic 

algorithms, and other more [24]. 

 

 

V. CONCLUSION 
 

In this paper cloud testing are reviewed, advantages and 

challenges of it are expressed. Then a new framework is 

introduced that has four components, application analyzer, 

test case generation, test execution, and test result. First, 

the application should be analyzed, by code coverage 

techniques. The test cases extraction and the test data 

generation being the main building blocks in any testing 

process. Then test cases are generated and executed. 

Finally, test results evaluate. The Proposed model is still 

an abstract model and should be drilled down which is 

subject of the next paper to be published. 
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