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Abstract – Cloud computing plays a major role in providing
different resources in the form of web services like tax
calculation web service, e-banking web service etc., for
smooth running of our daily lives. We can rely on cloud
computing if these useful web services are really secure
enough to use.

This paper focuses on analyzing limitations of current
cryptographic schemes used in providing security to data on
cloud and highlights the usage of Elliptic Curve
Cryptography scheme (ECC) used in cloud based applications
and implements Elliptic curve digital signature algorithm on
cloud data and compares its performance with RSA based
scheme. The performance of elliptic curve cryptosystem
heavily depends on an operation called point multiplication.
In this paper a new point multiplication method using
modified base representation is used. This method reduces the
point addition as well as pint doubling operations thereby
increasing the efficiency of computing time in performing
encryption and decryption operations.
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I. INTRODUCTION

Cloud computing is a form of distributed computing
environment. It provides an environment where thousands
of computers work in parallel to perform a job in much
less time than traditional client server model. This
parallelism happens because of low cost virtualization of
hardware resources. Cloud computing abstracts the
complexity of services provided to the user. There is a
need to explore cloud computing model and how their
security requirement differs from traditional computing
model. This has led to the study of various security risks
associated with cloud data and analyzes the limitations of
current cryptographic schemes applied for cloud based
applications and highlights the usage of elliptic curve
digital signature algorithm on cloud data using modified
elliptic curve cryptographic scheme.

With the advent of information technology, ensuring
network and data communication, security has become a
critical issue. Though information technology provides us
with various versatile tools for data manipulation and data
storage it is not without different facets of security attack.
Thus, it is crucial to have tools that can ensure the
integrity, confidentiality and authenticity of data of any
form of data communication. To meet the requirements of
network and ease communication security, cryptographic
science plays a great role. As a result algorithms and

techniques have been introduced to offer a better security
mechanism. Elliptic curve cryptography has better per-bit
security, less storage, less power consumption and
bandwidth requirements resulting in improved
performance.

This paper focuses on analyzing limitations of current
cryptographic schemes used in providing security to data
on cloud and highlights the usage of Elliptic Curve
Cryptography scheme(ECC) used in cloud based
applications .This paper implements Elliptic curve digital
signature algorithm (ECDSA) on cloud data.
A common approach to protect user data in cloud
computing environment is that user data is encrypted
before it is stored

Storage and encryption of user’s data can be performed
by service provider’s internal staff, who can use decryption
keys and internal access privileges to access user data
which can put user’s data at risk of unauthorized
disclosure.

Organization provides user name and password for the
user who wants to access data from the cloud. The same is
also sent to cloud provider. Cloud provider checks user
name in its own directory for existence, in case of match, it
redirects the request to organization for authentication.
User sends password for authentication and after
authentication it redirects request to cloud provider to
access resource. In case of mismatch user is not allowed to
access the resource.
Drawback: Hackers can also hack the account of
particular user. The main disadvantage is that data security
protection cannot be directly agreed due to the user’s loss
of control over data under cloud computing. Hence there is
a need for certification of correct data storage in the cloud
which becomes a challenging task. Secondly, cloud
computing is not a fair third party data ware house. Data
stored in cloud may be continuously manipulated by the
users, including insertion, modification, appending,
deletion, reordering etc.,
Cloud based services can be deployed in three ways:
 Public cloud: A service provider can host the cloud on
its infrastructure and provide to other user for free or on
pay as you use model. User stores data outside its network
which cannot be used for storing private information.
Multiple tenants may exist on the server which raises the
security risk of data isolation. Organizations like Google
and Amazon provide services on this model.
 Private Cloud: is owned by a particular organization and
only employees of the organization have rights to access
the cloud and is preferable when organization has lot of
sensitive data to be stored
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 Hybrid cloud: is a mix of both public and private cloud.
Private cloud has least security issues as compared to
public cloud as they are completely owned by the
organizations and are not multi tenant in nature,
Three kinds of service models exist for cloud computing:
 Software as a service (Saas) : software is deployed on
cloud and is delivered as a service using web browser or as
web services.
 Platform as a service (Paas): It is application
development and deployment platform deployed on cloud
and delivered as a service.
 Infrastructure as a service (Iaas): Delivery of hardware
along with basic software as a service falls in this domain
enabling companies to deliver applications more efficiently
by removing complexity involved with managing their own
infrastructure.
Saas applications face security challenges arising out of
network infrastructure and web services and Paas services
are hardware dependent and face more challenges arising
out of characteristics of cloud computing than Saas
applications.
Public key cryptography is one of the ways to handle some
of these issues. Existing system uses the RSA based
cryptographic scheme.

II. RELATED WORK

Disadvantages in RSA based Cryptographic scheme
Prasant singh Yadav, Pankaj Sharma, Dr.k.P.Yadav[1]
present observations on RSA algorithm. Abhuday Tripathi,
Parul Yadav[2] focused various Security issues in cloud,
and initiated an approach for handling these security issues
efficiently using Elliptic curve cryptographic scheme,also
discussed comparison of Elliptic curve key size with that
of RSA key size mechanisms and concluded that public
key cryptography depends a lot on key generation
algorithm hence ECC is better option than RSA where lots
of users connect to cloud based applications with small
session time like cloud based storage offered free of cost
while for application like Amazon web service, Google
app engine etc each user create sessions of long duration
so overall difference will appear to be less.Tila kiros,
kumnoha Raimond [3] state as the growth in computing
power happens the requirement of strong key size will also
grow. Cloud based applications use lot of thin and dumb
client which has very less battery power, they might not be
able to handle huge computations. In such scenario elliptic
curve cryptography is more implementable and easier to
understand. Md.Rafiqul Islam, Md. Sajjadul Hasan, Sharif
Muhamma Asaduzzaman[4] pointed in their paper that
performance of elliptic curve cryptosystem heavily
depends on an operation called point multiplication. They
further have discussed and presented various methods to
improve performance of elliptic curve cryptography. I.
Blake, G. Seroussi and N. smart have discussed the
importance and role of elliptic curves in field of
cryptography.

III. CURRENT SCENARIO OF ELLIPTIC

CURVE CRYPTOGRAPHIC SCHEME

Elliptic curve digital signature algorithm consists of two
main operations namely Elliptic curve digital signature
generation and Elliptic curve digital signature verification.
The most expensive operation is the scalar multiplication
or elliptic curve point multiplication. Here an attempt has
been made to develop ECDSA related scheme in such a
way that the number of elliptic curve point multiplications
can be reduced during signature verification process.
The Elliptic curve Digital Signature Algorithm
(ECDSA)

In ECC, there are a set of domain parameters denoted by
D= (q,a,b,P, n, h) , ‘q’ represents the field order of the
prime field Fq. The parameters a, b F are the coefficients
of the elliptic curve equation E. The parameter P E(F) is
the base point. The parameter ‘n’ is the order of the point
P. The parameter ‘h’ is known as cofactor. It is found as h
= order (E(f))/n, where order E(F) is the number of
elements in E(F).

Given the public-private key pair (Q, d) and domain
parameters, the ECDSA signature generation and
verification can be formulated using the algorithms as
stated below. Algorithm (1) and Algorithm(2) respectively.
A hash function, H in Algorithm(1) accepts a variable size
message M as input and produces a fixed –size output ,
referred to as a hash code H(M) or a message digest. Hash
functions are used for data integrity in conjunction with
digital signature schemes, where a message is typically
hashed first, and then the hash value as the representative
of the message is signed in place of the original message.
The receiver authenticates the message by applying the
hash function on the message and re-computes the hash
value.

Algorithm (1) ECDSA signature generation
Given parameters q,a,b,P, n and private key d, to sign a
message m, A does the following
1. Select k[1,n-1]
2. Compute kP = (x1,y1)
3. Compute r = x1 mod n. If r=0 then go to step 1
4. Compute e = H(m)
5. Compute s = k-1(e+dr)mod n. If s=0 go to step 1
6. Return(r,s)

Algorithm (2) ECDSA signature verification
To verify A’s signature (r, s) on m, B uses parameters q,
a,b,n, h public key Q, message m, and signature(r, s)
1. Verify that r and s are integers in the interval [1,n-1]. If
any verification fails then return (“Reject the signature”)
2. Compute e = H(m)
3. Compute w = s-1mod n
4. Compute u1 = ew mod n and u2 = rw mod n
5. Compute X = u1 P + u2 Q
6. If X = 0 then return (“Reject the signature”);
7. Take the x-coordinate of X as x1 and compute v =
x1mod n
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8. If v= r then return ( “accept the signature”);
9. Else return (“Reject the signature”).

The ECDSA algorithm is involving modular inversion
and the elliptic curve point multiplication operations(scalar
multiplication) in the process of signature generation and
signature verification. Both these operations have impact
on the performance of the algorithm. In fact, the most time
consuming operation in ECDSA is the elliptic curve scalar
multiplication operation.

IV. PROPOSED IMPROVISED SCHEME OF

ECDSA ALGORITHM

The most crucial operation in elliptic curve
cryptography is the scalar multiplication using a large
integer ‘k’. This involves with main operations such as key
agreement and signing/verifying. The speed of scalar
multiplication dominates the efficiency of the system. Fast
multiplication is particularly more crucial for some
environments such as central servers, where large numbers
of key agreements or signature generations occur and in
handheld devices with low computational power. Because
of such importance of scalar multiplication, we propose a
new point multiplication method based on the simple
binary method. This new method not only reduces the total
number of point addition, but also reduces the number of
point doubling operations.

The proposed method is based on the binary method. As
the base ‘b’ of a number increases, the total number of bits
decreases. As a result the total number of addition and
doubling operations also decrease while using that
representation in scalar multiplication of an elliptic curve
point, especially when b=2n for any positive integer ‘n’.

To compute kP we need first convert the number into
our proposed modified base representation. Then we have
to apply another algorithm to compute final scalar
multiplication.

The algorithm for computing proposed base ‘b’
representation of the number ‘k’ is given in algorithm (3)
and the new point multiplication method using this
representation is given in algorithm(4).
Algorithm (3): A new base ‘b’ representation
algorithm:
Input: An integer ‘k’, base ‘b’, integer ‘m’ such that b< 2m

and b=2n

Output: (u l-1, …u1, u0)b

1. Set ck, l0
2. While c l do

If c mod b ≠ 0 then
Set ulc mod 2m

Set c c-ul

Else Set ul  0
Set c c /b , ll+1

3. Return (u l-1, …u1, u0)b

Algorithm (4): A new point multiplication algorithm
Input: An integer ‘k’ and a point P=(x,y)  E(f)

1. Convert ‘k’ into base ‘b’ representation with appropriate
value of ‘m’ as was stated in aAlgorithm (3)
2. Perform precomputation aP where ‘a’ varies from 2 to
2m-1.
3. Set Qkj-1P
4. For j from l-2 down to 0 do
4.1 Set QbQ
4.2 If k≠ 0 then set QQ + k jP
5. Return(Q)

V. PERFORMANCE RESULTS AND GRAPHS

Table 1 comparison of ECC, RSA cryptographic schemes
with respect to various parameters

Crptogr-Aphic
Schemes and

Their Key
Length

Key
Generati-
On Time

Memory
Requirement

Space

Time Taken for
Encryption and

Decryption

ECC(160) 108ms 125bytes 16ms

RSA(1024) 2609ms 313bytes 388ms

Fig.1. Comparison of RSA and ECC Encrypt/Decrypt
Time

Graphs were drawn based on a series or results, where
encryption strength is taken from 10 bits to 4086 bits.

Fig.1. Comparison of RSA and ECC key generation time
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VI. CONCLUSION

This modified scheme performs well and achieves better
performance in terms of computation time required for
encryption and decryption operations. Further this
proposed modified ECDSA scheme decreases not only the
number of addition operations but also reduces the
doubling operations thereby improving efficiency of
system.

FUTURE WORK

Signature generation algorithm and key pair generation
algorithm of ECDSA needs a random number to be
generated. Using this random number as seed private keys
are generated. Similarly scalar integer ‘K’ generated
during signature verification algorithm is also a random
number in nature. An attacker can exploit this vulnerability
if the algorithm used to generate the random number is not
cryptographically secure. i.e., it should be unpredictable.
So probability of any given value being selected should be
very small. As a future scope of this work,
cryptographically secure random number should be
included while generating private keys.
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