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Abstract – The paper deals with creation of model for
Cloud Computing with Infrastructure as a Service (IaaS).
IaaS is based on a common network infrastructure with
physical servers (hosts), which can be installed in various
locations of the cloud. The virtualization software, called
“Hypervisor”, creates a group of available virtual resources
through physical infrastructure, which can be offered to
customers. The main focus is paid on creation of numeric
model, which would enable a proper sizing of cloud
infrastructure for hardware provisioning, according to
customer requirements. In addition, the model has been
extended to include the requirements of mission critical
systems with real time behavior and fail-safe features.
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I. INTRODUCTION

Cloud Computing is a modern term applied to large,
hosted datacenters that offer various computational
services on a “utility” basis. The general understanding of
Cloud Computing is related to an on-demand service
model by which various different resources (hardware,
software, and services) are delivered over the network,
which could be the Intranet of a company or the Internet
when the service is ordered from an external provider. The
resources involved in cloud computing primarily are
computational resources (e.g. server, storage, network,
software), and they are primarily provided as services for
the user according to defined rules [4].

Currently, there are three possible cloud service layers
that can be used in combination to build a full end-to-end
cloud.
 Software as a Service (SaaS) – offers an application, on

demand over the network.
 Platform as a Service (PaaS) – providers offers a

complete development platform including the necessary
built-in services, such databases and middle-ware on
demand over the network.

 Infrastructure as a Service (IaaS) – a service offering
hardware and software components, such as computers
and storage systems.
A cloud (Back end) may be hosted by an enterprise or

service provider and provide services to the clients (Front
end), represented by PCs, Tablets, Smart phones, as shown
in Figure 1. Datacenters can be distributed geographically
to achieve higher redundancy and service independency on
physical location of physical host systems.

Fig.1. Public cloud

There are three deployment models defined for Cloud
Computing [2]:
 Public Cloud – that is available to clients from a third

party service provider via the Internet.
 Private Cloud – a private cloud-based service, data and

processes are managed within the organization without
the restrictions of network bandwidth.

 Hybrid Cloud – a combination of public and private
cloud.

II. IAAS SERVICE LAYER

This service layer delivers computer infrastructure,
typically hardware, storage, servers and data center space
or even network components to customer. It may include
basic software within provided infrastructure. IaaS enables
users to self-provision these resources in order to run own
platforms and applications. It is also known as Hardware
as a Service (HaaS). However, more advanced services
can be provided on the same infrastructure as well, such as
database and WEB provisioning (PaaS), or even selected
applications (SaaS), as shown in Figure 2. Generally, there
are several options for providing IT infrastructure via
Cloud. The most commonly used method is hardware
virtualization. Virtualization is based on a common
network infrastructure and physical servers (hosts) that can
be installed in various locations and facilities. This
infrastructure, with help of virtualization software called
“Hypervisor”, creates a group of available virtual
resources, which can be used through so called Virtual
machines (VM). It is up to a customer, which an operation
system and applications are installed on provided VM.
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Fig.2. Service layers of Cloud Computing

III. MODEL OF IAAS

Virtual Machine can represent a logical server, or
desktop object. This simulated logical hardware object
behaves exactly like a physical computer or storage.  It has
its own “virtual” CPU (VP), RAM (VRAM), network
interface card (VNIC) and hard disk (VFS) and  runs as an
isolated operating system installation on shared hardware,
called  a host. The process of virtualization works by
inserting “hypervisor”, directly into the computer
hardware. Remote workstations (PCs, Thin-clients,
Workstations) can access virtual machines via terminal
software with selected protocol, for example Remote
Desktop Protocol (RDP) [3].

The proposed model of IaaS is shown in Figure 3. Host
servers provide their physical hardware resources, which
are mapped by Hypervisor to virtual resources. Virtual
resources are assigned to defined virtual machines VMs,
consisting one or more virtual processors, requested
amount of RAM, disk space and virtual network card.

Fig.3. Model of IaaS

The hardware sizing for needed VM resources must be
in a correlation with available physical resources of the
host computers. The correct configuration of host servers

is a prerequisite for implementation of server virtualization
in IaaS. Based on the provided model, we can define the
following parameters:
Nhosts – number of physical servers
NhostsVP – number of physical servers as to VProcessors
NhostsVRAM – number of physical servers as to VRAM
NµP – number of processors in host (sockets)
NCores – number of cores per processor
VPij – virtual processor of VM
RAMhost – RAM size in Hosts (GB)

RAM – RAM size needed for host itself (GB)
n – number of VMs
m – number of virtual processors  per VM
VFSi – size of requested virtual file systems

FS – requested file system for host itself (GB)
FS – overall size of file systems connected to hosts (GB)

The number of physical host servers is most significant
design parameter for IaaS. It can be defined based on the
number of requested processors (1)
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The final result is calculated as a maximum from NhostsVP

and NhostsVRAM, but has to be rounded to the nearest higher
value.

 
VRAMVP hostshostshosts NNN ,max (3)

In addition to the requested amount of physical host
servers, a size of file system is also needed for proper
setting of overall IaaS infrastructure. It has to be
calculated according to (4):
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The proposed model can be used for calculation of the
number of requested host computers with associated
amount of file space. This calculation enables
configuration of IaaS service provisioning for generic
applications. However, the model has to be further
extended  to support critical systems requirements, such as
fail-safe behavior for Manufacturing Execution Systems or
real time features of mission critical systems [2].

IV. EXTENDED MODEL FOR IAAS

As mentioned, we have to take into consideration
necessity to support mission critical systems in Cloud
environment. Generally, there are two critical
requirements that have to be supported for hardware
provisioning via Cloud Computing and IaaS [10]:
1. Support of Fail-Safe operation
2. Real time features
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A. Fail-safe support
In case of a failure of host computer, all the hosted

virtual machines are affected in the same time. It would
mean that the service is significantly affected and required
hardware is not provided to cloud subscribers until host is
recovered and reachable again. This behavior cannot be
accepted by any mission critical system [5][6].

Therefore, it is a nature feature of the Cloud Computing
that the service delivery is independent on physical
position of hardware component within the cloud.
Switching of virtual machines between different host
systems is allowed. In case of a failure of a host computer,
all the virtual machines have to be automatically moved
and restarted on a different physical host server. The
switching of VM machines between host systems is
managed by dedicated virtualization software. However,
the common data store with all VM server snapshots has
to be available to enable process with fail-over procedure.
The described feature is illustrated in Figure 4 [7], where
virtual machine VM1 has been broken and virtualization
management software has initiated the fail-over procedure
with restart of VM1 server on different physical server.
This situation would remain till the original server is again
brought to production state and VM1 can migrate back to
the former host. This approach shall be reflected in
previously proposed model. It means that number of
physical servers must be increased with an additional host
server, so that VMs can be redirected to the spare server in
the case of failure of any of host computers. Therefore
amount of needed physical servers can be defined by (5).

Fig.4. Extension of model with VM move procedure

  1,max 
VRAMVP hostshostshosts NNN (5)

Another option is to provide fail-over operation between
hosts in two independent server rooms. In addition to the
standard switching, the virtualization has to deal with
situation when the data-stores are located in the different
storage systems [9]. In such case, there is a need to
replicate data stores between data centers with using an
additional technology, which has to perform switching of
data stores and application data between control rooms in
case of failure in one control room. The virtualization is
not responsible for replication of file systems with data-
stores. That is vital function of interconnected storage
systems which cen be configures as dedicated storage area
network (SAN), based on standard Fiber Channel protocol,
or LAN communication is applied with need to use one of
the open network protocols for storages such as iSCSI,
FCoE (Fiber Channel over Ethernet).

B. Real-time features
The hypervisor layer presents multiple sets of “virtual

hardware” to defined virtual machines. For hardware
virtualization, an additional virtualization layer has to be
added between physical hardware and a virtual machine
with dedicated operation system and requested control
application software. The new layer might cause not only
an additional latency, but could significantly influence
overall response time by compromising requested
deterministic framework [8].

Therefore, we can propose an approach based on a real-
time capable Hypervisor (RTH). RT hypervisor would
have to control assignment of physical resources (RAM,
NIC, µPC) to virtual machines (VM1,..,N) equally in precise
time slots, emulating Token based approach among virtual
machines. It means that host resources are assigned to
each VM cyclically. This approach enables deterministic
response time and real-time behavior. According to
proposed solution, a numerical model can be created to
evaluate basic interaction of Hypervisor module with
particular VM servers.

Having taken into consideration the request to support
real-time properties by Hypervisor, let us assume that the
model can be represented by finite population queuing
model that is often used for interactive systems [1].
Hypervisor subsystem consists of queue for centrally
managed hardware resources. Each VM server (VMi)
interacts with Hypervisor (HV1) and can be in either an
idle status, without request for resources, or requesting
status, or receiving status. In order to achieve real time
properties, a time-sharing model is suggested. Hypervisor
resources are assigned equally among all requesting VM
servers. After solving the first assigned interaction,
Hypervisor serves another interaction in queue.

Fig.5. Extension of model for RealTime features

The performance can be evaluated by service rate (Sr),
which is defined as a performance of Hypervisor (HV)
instantly assigned among all interactions for given
physical resource, as defined by (6).

n
S r


 (6)

where
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Sr –Hypervisor service rate,
n – number of interaction among  Hypervisor and VMs,
µ – Hypervisor performance per resource (MIPS).
The proposed numerical model of finite population
queuing system can be expressed by the following
equations:
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where
W – response time of Hypervisor,
E[s] – service time per VM interaction,
E[t] – idle time between finished and new interaction,
N –amount of VM servers,ϱ –Hypervisor utilization,
p0 – probability that Hypervisor is idle,
λT – throughput in interactions per VM unit time.
The most important parameter, which is used to describe

performance, is overall response time of Hypervisor,
represented by (6). It is calculated from assigned service
time per each interaction E[s], which is multiplied by
number of all VM hosts (N) and divided by Hypervisor
utilization and time to next request for interaction E[t].
Hypervisor utilization is related to probability that
hypervisor is not idle and there are requirements for
interactions (n) from possible VM hosts (N), based on (8).
Another useful parameter that represents capabilities of
hypervisor is its throughput (λT), in interactions per
assigned service time for virtual machine.

V. CONCLUSION

The paper dealt with Cloud computing and possibilities
to use Infrastructure as a Service for hardware
provisioning through hardware virtualization. The model
is based on so called Virtual Machine (VM) representing
logical server object or desktop.  The main focus was paid
on creation of the numerical model, which is proposed as a
tool for a calculation and sizing of physical infrastructure.
The proposed model has been extended so that the
requirements of mission critical systems, such as fail-safe
behavior and real-time features, could be supported as
well. This model, therefore, provides the required
parameters for hardware sizing including additional
hardware components for VM move procedure. Moreover,
it includes the finite population queuing model to
concentrate on overall system throughput and response
time of Virtual machines. The both models can be used
for more detailed analysis of virtualization and its
influence to mission critical systems. However, this is just
the first step that is to be followed by experimental
evaluation of proposed models in order to verify the
selected approach and compare the results with
constructed model.
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