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Abstract – The Advanced Encryption Standard algorithm
can be efficiently programmed in software and implemented
in hardware. Field Programmable Gate Array (FPGA)
devices are considered as efficient and cost effective solution
for hardware. This research is in context to efficient
hardware implementation of AES algorithm with language
platform as VHDL (Very High Speed Integrated Circuit
Hardware Description language). This research is in context
to efficient hardware implementation of AES algorithm with
128-192-256 key all in one module with language platform as
VHDL (Very High Speed Integrated Circuit Hardware
Description language). The software part has been created,
processed and simulated through Xilinx ISE 9.2. A compact
design approach has been chosen to implement the algorithm
with minimal hardware. As for hardware, Spartan 3AN
family device (XC3S700A) device is used.
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I. INTRODUCTION

Advanced Encryption Standard (AES) is the present
standard for secret key encryption. Referenced as AES, it
is the winner of the contest, held in 1997 by the US
Government, after the Data Encryption Standard was
found too weak because of its small key size and the
technological advancements in processor power.

After few modifications, Rijndael algorithm was
announced as AES [1]. This algorithm consist of four
major operations like Exclusive-Or (XOR), Sub bytes
submission using Substitution Box (S-Box), Rows rotation,
Mix column and round key addition. This algorithm was
found successful because it was easy to implement and
could run in considerable time on machine [2].
A. Cryptography :

Cryptography is the study of information and
communication security. The science of secret codes
enables the confidentiality of data communication through
an insecure channel. It protects being copied. The changed
or translated data identity can only be recovered to its
original state only if someone the secret key through which
the translation is done. To translate the data, there is
encryption and decryption algorithm , commonly known as
cryptographic algorithm. against unauthorized access by
preventing unauthorized alteration of use. This method of
changing original data identity is known as Encryption. It
is a method of changing the identity of data message to
protect it from eavesdropper. It is basically the translation
of data to a cipher code using a particular set of secret key.
The wide usage of encryption is in defense and in
government confidential communication not limited to
Internet e-commerce, Automatic Teller Machine (ATM)
transactions, Mobile networks, and protection of data

The translated output may be user friendly or in some
other data representation formats. This is also known as
cipher. For cryptography, there are security objectives
which defines the framework of data security. They are -
Confidentiality, Data Integrity, Authentication and Non-
repudiation. Confidentiality assures that intended
information is accessible to only authorized people.
Authentication establishes that algorithm is genuine.
Integrity ensures that particular encryption algorithm is
following all set of principles. The assurance can be
derived with mathematical calculations as per the process.
This data security system uses a cryptographic system to
transform a plaintext into a cipher text, using most of the
time a key.
B. Motivation

After consideration of AES algorithm as security
standard, many hardware implementation are proposed.
However, FPGA has been tremendously used for hardware
to implement AES algorithm because of its fast availability
to market, low design cost and reusability [3], [6-8]. With
time, the research for hardware implementation inclined
towards use of FPGAs [11]. High throughput was
objective in some research [6], [7]. While some were
aimed to provide high speed design. Pipeline approach is
also used in it making the data process in parallel so as to
achieve high speed. Also in some research, to reduce the
calculation time, sub bytes values are pre-computed and
then stored in RAM block and some taken it to reduce area
occupancy [12]. AES algorithm is computed with 128 ,
192 and 256 bit key all at once [5]. This research paper
also presents an efficient implementation of the AES
algorithm. As evident, AES algorithm operates on different
key length viz. 128, 192, 256. The proposed approached
have included all minimization of register levels. For
efficient hardware implementation, Field Programmable
Gates Arrays (FPGA) devices are always considered at
priority. Because of convenience of implementation and to
evaluate digital systems, FPGAs are used by many
researchers before as well. The proposed approach of AES
algorithm in this thesis have been simulated using FPGA
Xilinx devices.of three within in one. The proposed
scheme has been put forward using pipelining and

Encryption algorithms are differentiated into two types
as Symmetric or Asymmetric algorithms. These are
actually divided as per the kind of keys used in the
algorithm process [4].

The algorithm is used in many applications as in RFID,
mobile phones, internet etc. Because of the extensive
importance of the AES algorithm, this thesis is objected to
present its efficient hardware implementation.  Since the
implementation differs as per application so there are
different parameters for different applications to define
hardware efficiency. Figure 1 below shows the basic
arrangement of AES algorithm.
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Fig.1. Basic Encryption System

As in some requires low throughput, while some are
inclined to provide high throughput range. AES algorithm
process is illustrated in figure 2 below

Fig.2. AES Process

C. Design Approach
Implementation of AES algorithm in terms of resource

and speed optimization is a primary issue now a days for
efficient hardware implementation. It is most important
factor in case of high performance, security against system
trespasser and busy systems, where a normal cryptographic
task consumes more time. FPGAs are hardware devices
whose function is not fixed and which can be programmed
in system. Because of its ease in upgrading to incorporate
any protocol changes, FPGA device has been taken in it.
Block RAM has been created and counters and registers
have been employed so as to optimize the speed with
minimization of hardware used in different process of AES
algorithm.

II. AES ALGORITHM

The AES is an iterated block cipher and it works on
fixed-length group of bits, which are called blocks. It takes
an input block of a certain size and produces a
corresponding output block of the same size. The
transformation requires a second input, which is the secret
key. The different transformations operate on the
intermediate results, called state. The state is a rectangular

array of bytes and since the block size is 128 bits, which is
16 bytes so the rectangular array is of dimensions 4x4. The
number of columns of the cipher key, denoted Nk, is equal
to the key length divided by 32. Also, secret key can be of
any size (depending on the cipher used) and that AES uses
three different key sizes: 128, 192 and 256 bits. Table 1
below denotes the AES number of bits, length and round
relation.

Table1: AES Process
AES Process-

No. of Bits
Key length

(words)
Number of

rounds (Nr )
AES-128 4 10

AES-192 6 12

AES-256 8 14

The major operations of AES are as:
 SubBytes: A non-linear substitution step where each

byte is replaced with another according to a lookup
table

 ShiftRows: A transposition step where each row of
the state is shifted cyclically a certain number of steps.

 MixColumns: A mixing operation which operates on
the columns of the state, combining the four bytes in
each column

 AddRoundKey: Each byte of the state is combined
with the round key; each round key is derived from the
cipher key using a key schedule.

The set of these four transformations is also called as a
round transformation.

Round Transformation is a set of operations which
consists of the four transformations. Each of these iteration
consists of above-said steps with the exception of first and
the last iterations. The 128 bits key is added to the 128 bit
of data which results in 128 bit of state is used for next
iteration. The Add round key adds the key to the already
processed data.  The final Round consists only of
SubBytes, ShiftRows and AddRoundKey and does not
include MixColumn step.

The inputs for the AES algorithm are the secret key and
the input data. Afterwards, the further keys to carry out the
AES algorithm process are generated by the Key
expansion module. At the end of each step within
algorithm process, a State is generated which is the input
for the next round transformation. The transformations
used in the operations are irreversible. For decryption, the
S-box has an equivalent Inverse S-box and so does the row
transformation and Column mixing.

The inverse transforms are used in the inverse cipher to
retrieve original plain text from the cipher text. The
column mixing uses a matrix multiplication in the G.F.
(28). The inverse column mixing uses multiplicative
inverse of the matrix used in the column mixing over the
G.F. (28). Add round key is the ex-or operation which is
exactly reverse of itself. So the decryption module includes
the reverse of all the operations used in the Encryption.
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Fig.3. AES Process Flow

A. AES Sub Byte
Before applying the algorithm to the data, the block and

key sizes must be determined.  The standard encryption
uses AES-128 where both the block and key size are 128
bits. The block size is commonly denoted as Nb and the
key size is commonly denoted as Nk. Nb refers to the
number of columns in the block where each row in the
column consists of four cells of 8 bytes each for AES-128.
Using AES-128 means that each block will consist of 128
bit i.e. 16 byte. 32 here come from the number of bytes in
each column. In this case, Nb is 4 as it can be calculated
by dividing 128 by 32.

The example below will show how data is broken up
into blocks of 128 bit. Here, we have text “This is a test..”
used to illustrate algorithm. This is called Plain text. The
plain text is stored into blocks column-by-column until all
the data is stored. Each character is stored in a cell of the
block. The blank cells shown in the diagram are not really
blank as they represent the spaces in the text.  Figure
demonstrates the 128-bit block and how the text gets
stored into data block.

For better illustration of process, exactly 16 characters
are taken. However, character more than 16 can be entered
into next block or less than 16 can be done with padding
into same block. For efficient algorithm, the data block
must be complete 128 that is why padding is preferred. It
is the process of adding extra bits to original data block.
One option of padding is inserting with all zeroes and last
byte represents the number of zeroes inserted. Sometimes,

padding with null character or random character is also
used.

The important thing to notice here is that for any of data
representation say binary, hexadecimal, decimal etc the
data at the end will always result same.

Table 2: Filling of data in block
Block

0 1 2 3

0 T a S

1 h i T

2 i s t .

3 s e .

When the plain text data is stored into blocks and the
key is chosen the Rijndael encryption algorithm can be
applied.

Now all the characters in the test message will be
replaced with their hex values using ACSII tables as in
table 3 below where the data of table 2 is ASCII coded.
For example if we had the plain text of one character “T”,
it would be translated into hexadecimal value of 54 by
ASCII lookup table. This is also to be noted that ASCII
have different value for same alphabet in upper case and
lower case letter (Character ‘T’ and‘t’ in our example).
Then the corresponding Hex value will be replaced with its
value in S-box. The table below shows the hex values for
our test message “This is a test.”

Table 3: AES Shift

0 1 2 3

0 54 7F 61 73

1 68 69 7F 74

2 69 73 74 2E

3 73 7F 65 2E

B. AES Shifts
The next step in the round is to shift the rows of the

state. The rows are shifted ‘n’ number of bytes to the left
where ‘n’ is the row number.

It means no shifting will be done at row ’0’. Row 1
shifted 1 position to left, row 2 will be shifted 2 position to
left and so on. Figure 4 shows the matrix after cell shifting.
One important fact is that shifting operation never affects
‘S-Box substitution’ process. So the sub bytes process can
be performed after row shifting operation.
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Fig.4. Basic Shift Operation

Table 4: State after shifting

0 1 2 3

0 0x20 0XB7 0XEF 0x8F

1 0x45 0xF9 0XB7 0x92

2 0XF9 0x8F 0x92 0x31

3 0x8F 0XB7 0x4D 0x31

0 1 2 3

0 0x20 0XB7 0Xef 0x8F

1 0xF9 0XB7 0x92 0x45

2 0X92 0x31 0XF9 0x8F

3 0x31 0x8F 0XB7 0x4D

C. AES Mix Column
The next step after Sub bytes and shifting is ‘Mix

column’. Mix Column operation is a diffusion step of AES
algorithm performed with cipher using shift row data
generated. Each column in this approach is treated as a
polynomial over GF (28) and the result of multiplication of
module x4+1 with fixed polynomial

c(x) =3x3+x2+x+2
and inverse of this polynomial is

c-1(x) =11x3+13x2+9x+14
This is also a look up table, which transforms each byte

into four. Mix columns table is generated into four values
with below process (For illustration, let us consider input
byte ‘54’)
1. The second and third bytes are always the same value

as of input hexadecimal value. Therefore, 54 will be at
second and third value.

2. First value is input byte multiplied with 2. Here it
becomes 54*2.
Now if the multiplication result is greater than 0xff,

then the first byte is ex-ored with 0x1b and mod100.
Finally, it becomes (54 XOR 1b) mod 100 = A8.

3. Last byte i.e. fourth is ex-oring of addition of input byte
to first byte.

D. AES Rounds
At preliminary level, the AES algorithm uses number of

rounds to transform the data for each block. The number of
rounds used is six + the maximum of Nb and Nk. Usually,
the number of rounds for AES-128 is 10, calculated from 6
plus maximum of (4, 4). Since Nb and Nk are both 4, the
number of rounds is 6 + 4 = 10. A Round Key is added to
the State by using XOR operation. Each Round Key has Nb

words from the key generation module.

Fig.5. AES Rounds

Those Nb words are then each added into the columns of
the State. The application of the round key addition helps
in transformation to the Nr rounds of the encryption occurs
when 1 ≤ round ≤ Nr. The initial block is added to an
expanded key derived from the initial cipher key. Then the
round processing occurs of operations of the S-box, shifts,
and Mix Column process. The result state is then added to
the next expanded key. This is done for all ten rounds, with
the exception of the Mix Column operation of the final
round. The last stage result is the encrypted cipher block.
Before any round-based processing for encryption, the
input state array is XORed with the first four words of the
key schedule. The same thing happens during decryption -
except that now we XOR the cipher text state array with
the last four words of the key schedule.
E. AES Key Generation

Each round key is a 4-word (128-bit) array generated as
a product of the previous round key, a constant that
changes each round, and a series of S-Box lookups for
each 32-bit word of the key. The first round key is the
same as the original user input. Each byte (w0 - w3) of
initial key is XOR with a constant that depends on the
current round, and the result of the S-Box lookup for wi to
form the next round key.
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Fig.6. AES Rounds Schedule

III. RESULTS

The purpose of this paper was to implement a field
programmable gate array (FPGA) model that implements
the Advance Encryption Standard (AES) with key sizes of
128-bits, 192-bits, and 256-bits using VHDL. Xilinx 9.2
software is used for this. All individual transformation of
encryption and decryption are performed using Xilinx
simulator. To improve the data throughput, multiple AES
encryption and decryption cores were used. The AES
module uses the 8-bit data bus and valid signals to capture
the key data. As per the key size taken, numbers of clocks
are utilized in the design. The number of key valid clocks
depends on the size of the key. Key expansion is
performed once entire key is performed. After key
expansion, encryption and decryption can be performed.
• Number of Slices: 666 out of 5888 (11%)
• Number of Slice Flip Flops: 291 out of 11776 (15%)
• Number of 4 input LUTs: 1292 out of 11776 (2%)
• Number of bonded IOBs: 31 out of 372 (8%)
• Number of GCLKs: 1 out of 24 (4%)
Encryption waveform:

Fig.7. Encryption Wave form

Decryption waveform:

Fig.8. Decryption Wave form

IV. CONCLUSION

Based on the analysis and study of various FPGA based
implementations of AES [3-5], [9-10] the AES algorithm
is implemented based on the iterative approach for
cryptographic algorithms. The architecture is similar to
[4], [10] and it tries to better the efficiency in terms of
speed. The circuit is designed, synthesized and
implemented in Spartan family of FPGA. The performance
of this architecture is compared to similar kind of
architecture.  The details of statics generated are described
briefly in section 5. A partial reconfiguration for the
sharing of the common blocks would also be a great asset
to the existing architecture. Further optimization or new
architectures for S-box and Inverse Mix Columns can also
improve the performance.  The purpose of this research
was to implement a Advance Encryption Standard (AES)
on field programmable gate array (FPGA) that implements
the) with key sizes of 128-bits, 192-bits, and 256-bits.
Multiple AES encryption and decryption cores were used
in the design to improve the data throughput. Moreover,
the key size selectable multi-core AES design was
synthesized to generate a simulated throughput.

Future scopes of work for improvement in AES include
maximizing the bandwidth by having parallel multiple
encryption and/or decryption input output thereby
increasing the throughput.  This AES design can be further
improved by utilizing an AES core with lesser clock cycles
for encryption decryption. Though it may result in
decrease in maximum frequency. Adding data pipelines
and some parallel combinational logic in the key scheduler
and round calculator can further optimize this design.
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